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Intro and agenda

»whoami

» Technical Business Development Manager for (Linux related) Open-Source topics in Bosch
» TSC member and ambassador of the Linux Foundation ELISA project

» Here to talk about...
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APERTIS is a part of BLISS
Bosch Linux'loT Service System...

C Cloud

helps any developer
translating innovative
ideas into smart products.

a solution for distributed, reliable, and
secure AloT systems, offering a
dedicated Linux environment for
industrial applications as well as
possibilities for seamless integration of
heterogeneous edge devices.



APERTIS
All information availalbe at: www.APERTIS.org

... Free and open source, GNU/Linux-based
distribution for infotainment in automotive vehicles,
with focus on security and modularity.

A > debian derivative tailored for automotive needs

» Fit for a wide variety of electronic devices

A P E RT | S » Product-specific images for ARM and Intel x86

» Beyond operating system, it offers frameworks,
new APIs, cloud services, SDK, ...
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https://en.wikipedia.org/wiki/Debian

APERTIS
not only Automotive

Currently enhancing Apertis into a
wider AloT software service eco

5@ system of “BLISS”
A=

Internal | Cross-Domain Computing Solutions | XC-CT/PRM1 | 2022-05-13 BOSCH




APERTIS
From source to update
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BLISS OSS engagements
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ELISA overview & strategy



ELISA

The Enabling Linux in Safety-Critical Applications (ELISA)
project has taken on the challenge to make it easier for
companies to build and certify Linux-based safety-critical

applications.

SELISA
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Linux in Safety Critical Systems

Assessing whether a system is safe, Selecting Linux components and
requires understanding the system features that can be evaluated for
sufficiently. safety

Understand Linux within that |dentifying gaps that exist where
system context and how Linux is more work is needed to evaluate
used in that system. safety sufficiently.

SELISA
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ELISA Mission Statement

ENABLING LINUX IN SAFETY APPLICATIONS

White Paper:

Define and maintain a common set of elements, Advancing Open Source
Safety-Critical Systems

Written by Shuah Khan, Chair of the ELISA Project Technical

processes and tools that can be incorporated into
specific Linux-based, safety-critical systems

amenable to safety certification.

Read ELISA Technical Strategy White Paper g EU SA
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https://elisa.tech/wp-content/uploads/sites/75/2021/04/ELISA_AdvancingOpenSourceSafety-CriticalSystems_Whitepaper_04.14.21.pdf

Understanding the Limits

The collaboration:
- cannot engineer your system to be safe

- cannot ensure that you know how to apply the described process and methods

- cannot create an out-of-tree Linux kernel for safety-critical applications (Remember the
continuous process improvement argument!)

- cannot relieve you from your responsibilities, legal obligations and liabilities.

But it we are able to provide a path forward and peers to collaborate with!

SELISA
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ELISA Technical Strategy

ﬁ.ISA Activities: \

ELISA develops an example qualitative

4 )

analysis for Automotive, Medical, other use- System

cases for the Linux kernel. Integrators use
—| ELISA

ELISA provides resources for System splvEmdEs

: to analyze their

integrators to apply and use to analyze systems

gualitatively and quantitatively on their
systems. For example, ELISA will analyze \_ J
published CWEs to identify hazards for the

QVO) use-cases. /

SELISA
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Technical Strategy - WGs
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ELISA Work Groups (extract)



Tool Investigation and Code Improvement WG

“focus on application of tools and handling the tool results,
improving the kernel based on the tools’ feedback.”

« Fuzzing with syzkaller: see https://syzkaller.elisa.tech/

« Codechecker continuous assessment of dead stores: see https://codechecker.elisa.tech/

o Sending patches and raising issues with developers
. ldentified improvements with Codechecker itself
o Got one patch merged upstream to prevent some reports from being left out so far: see https://github.com/Ericsson/codechecker/pull/3588/files

« Support kernel development newcomers to contribute to kernel development

. Kernel Documentation cleanup

Going through kernel documentation section ‘Working with the kernel development community’, looking for improvements and writing short summaries

E.g. providing rationale of checks in https://www.kernel.org/doc/html/latest/dev-tools/checkpatch.html

. Work group with largest impact on the actual kernel development within ELISA!
Work in Progress - License: CC-BY-4.0 ENABLING LINUX IN SAFETY APPLICATIONS



https://syzkaller.elisa.tech/
https://codechecker.elisa.tech/
https://github.com/Ericsson/codechecker/pull/3588/files
https://www.kernel.org/doc/html/latest/dev-tools/checkpatch.html

Linux Features for Safety-Critical Systems WG

“Deep dive into specific kernel features
and their potential value to support safety goals”

«  Memory management, kernel configurations with potential value to support safety of various
memory types (kernel/user space, heap/stack).

- Deep understanding of Linux stack management (kernel/user) and possible failure modes.

- Virtual memory management, a joint investigation with RedHat, Safety Architecture WG, and
Open Source Engineering Process WG.

«  Work on Kernel Configurations for safety draft and preparation for publication.

« Discuss possible extensions to cloud based systems.

SELISA
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https://docs.google.com/spreadsheets/u/0/d/1oiOmWTr94M7vP3sisFyBMftHfXqi2Ogd_DqGEl_dlyQ/edit

Open Source Engineering Process (OSEP) goals and approach

Develop overall approach to safety processes for systems using Linux
Linux development practices do not map to ‘reference process’ of safety standards
How can FOSS developers and product creators provide equivalent confidence?

Current approach based on use of System Theoretic Process Analysis (STPA)
Top-down analysis methodology developed by MIT
Use this to identify and analyse responsibilities of FOSS in a safety-related system
Derive functional and safety requirements to inform verification strategies

Applying the approach to specific ‘topics’ for Linux
Currently focusing on Address Space Integrity
Collaborating with LFSCS and Safety Architecture working groups

SELISA
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Software Architecture WG

Telltale Safety Analysis:

Analysis of the Kernel properties supporting the integrity of user mode address spaces
as well as kernel mode address spaces.

Pull request to document it in github, more extensive & generic investigation and analysis have been
passed over to the LFSCS and OSEP WGs respectively
Introduced the role of RV (Runtime Verification) Monitors as FuSa components,
explaining the currently proposed RFC and its use for eventual safety claims
Next Steps

Analyse the role of the Watchdog RV Monitor in eventual Kernel claims

Refine the analysis of the Kernel properties supporting the integrity of the user mode and kernel mode
address space of the telltale safety app

Continue the Kernel FFI analysis

Work in Progress - License: CC-BY-4.0
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https://docs.google.com/document/d/1JrjBHuYopU9Z7xOwm7KOc5DTKzRnvjk-NIY2QfBlBs0/edit
https://lore.kernel.org/lkml/cover.1621414942.git.bristot@redhat.com/

Medical Devices WG

STPA on OpenAPS - Linux in a medical device

e is changing healthcare (C

Before: Components of an open source artificial pancreas

1. Continuous glucose monitor

2. Raspberry Pi (“controller”)

3. Battery

4. CarelLink USB stick (“translator”)
5. Insulin pump

(Hllustration by Clint Ford for Popular Science) @ Da na M LeWIS

SELISA
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Medical Devices WG

Current State:
Progressing the work on collecting information for L3 STPA analysis (Raspbian interface to
kernel)

Collecting traces of activities through the kernel when stimulated by various openAPS key
tasks identified during prior analysis.
Mentee working with team during the spring to improve the tracing information

OpenAPS L1 & L2 Requirements generation and then STPA analysis update

Review of artifacts generated to date to determine structure for publishing

Next Steps:
Complete publishing of analysis on L1 & L2 analysis github, and submit for TSC review.

SELISA

Work In Progress _ Llcense. CC_BY_4.0 ENABLING LINUX IN SAFETY APPLICATIONS



-
-
? 33
b 3
s =
l‘:
"o! ———
3 ¥
-

BELISA

NUX IN SAFETY APPLICATIONS

[

2N L - P )
y ‘ S \
. S .
)

. IBELISA

ENABLING LINUX IN SAFETY APPLICATIONS

© Robert Bosch GmbH 2022. All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights.



Automotive Members (Apr 2022)

https://elisa.tech/membership/members/
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https://elisa.tech/membership/members/

Mission Statement

The automotive workgroup discusses the conditions and prerequisites the automotive sector
needs to integrate Linux into a safety critical system.

We focus on actual use cases from the Automotive domain to derive the technical requirements
to the kernel and the development process as a basis for investigation within the Architecture
Workgroup and OSEP to serve as a blueprint for actual projects in the future.

Our close collaboration with AGL results in a meta-elisa layer enhancing the instrument cluster demo
for safety relevant parts.

Our output (safety concepts and other material) is stored and maintained in the workgroup repository. 4
ulﬁlu

eAline

SELISA
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https://github.com/elisa-tech/wg-automotive
https://github.com/elisa-tech/meta-elisa

Telltale Use Case

- Typically, ASIL B

- Relaxed timing requirements
(reaction time in range of >100ms)

« Interesting for OEMs/Tierls and
an opportunity to cooperate with AGL

« AGL reference HW and telltale demo
can be used as starting point

- Mass market use case

Work in Progress - License: CC-BY-4.0
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Source of State Telltale
Info (non-safety) Requester

Driver of System including
vehicle Instrument Cluster
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Display
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Watchdog

Display backlight

SELISA
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https://en.wikipedia.org/wiki/Tell-tale_(automotive)#/media/File:Graphical_idiot_lights.JPG
https://jira.automotivelinux.org/secure/attachment/12409/cluster_black_capture.bmp

AGL gemu based instrument cluster demo

452K free, 28872K shrd, QEMU - Betrachter fiir entfernte Bildschirme

0% i % 1 Entfernt Ansicht Lesezeichen Hilfe

—d|verbinden  -&| @ B B strgAl-EntFsenden
{cluster-gauge
display 720m fusr/binfagl-con
root (6] [kworker fu8:5-e\
agl-driv 236m {xdg-cluster-re
root (] [kworker /@:0-eve
556 root 4200 top
1 root 291m Jusr/sbin/rngd
root 108m Jusr/bin/securif
root 92616 (sd-pam)
root 91768 {systemd} /sbinj
daemon 89480 afbd-agl-service
root 48728 afm-system-daeme
*root 18248 /1lib/systemdfsys
15828 afbd-signal-comy
13164 /lib/systemd/sy
11796 afbd-xdg-cluster
11796 afbd-cluster-gau
11188 fusr/sbin/wpa_st
11164 fusr/sbin/connm:
10688 (sd-pam)

A
-

o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o

UTOMBRTIVE
ADE

L8080  XEORAE

SELISA

Work In Progress _ Llcense. CC_BY_4.0 ENABLING LINUX IN SAFETY APPLICATIONS

26



http://drive.google.com/file/d/1tVo8jDZGvt1xTxtyurbGRT80Hre5pMHo/view

Current Activities

Vehicle
: Provide Hazard State :
| (CAN bus?) 1
Provide vehicle state ' !
(CAN bus?) | v
! Telltale requester Watchdog
I T “
: Set telltale status Challenge : Turn
| (CAN bus?) I off
H ! ‘ backlight
- STPA Analysis of the telltale use case v |
Cluster App Request Handler :
I
* D e m O d ev e I O p m e nt display Update state Update telltales Set required :
. . . oﬂgﬁ;ﬁl{;ﬁ; (IPC?) (IPC?) telltales : Response Pet
Ci
(i.e. kernel config trim down) ! y
Object Model (e.g. QT) Telltale checking
«  Github based contribution process s ] o f
| Image |
| Read Data |
(roll out to other work groups) v ‘
Rendering (e.g. QT) Returnbuffer
_ L)
Provide Set 1
image buffer(s) base !
¢ address !
Framebuffer E
Initate“ Frame : i :
DMA Data | Displayed |
Transfer ! Image |
A § ¥ !
Display Controller Readbackinterface
Provide Displayed
image buffer(s) Image :
4 !
Display
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Planned Activities

« Continue STPA for the telltale use case.
- Map the STPA results to fit the AGL demo.

-  Align with Medical Devices WG on STPA work.

«  Further tailoring of AGL instrument cluster demo.
 Update to latest AGL version.
Bring it on hardware.

- Stronger outreach on other events to find new contributing partners.

SELISA
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Automotive WG Resources

« Mailing list
- https://lists.elisa.tech/g/automotive (~150 members)
- Subscribe: automotive+subscribe @lists.elisa.tech
Meeting minutes
- https://docs.google.com/document/d/1ggEKB6HBjg00joTSmI E18BZco3IORK1ZZDrBH1YQo0/
- Zoom meeting (currently Fridays 12:00 UTC). Link: 95424105908
«  Documentation repo.
- https://github.com/elisa-tech/wg-automotive
- https://github.com/elisa-tech/wg-automotive/tree/master/Cluster Display Use Case v2/stpa
(STPA analysis entry point)
«  Main source/Code repos.
- https://github.com/elisa-tech/meta-elisa
- https://github.com/Jochen-Kall/Safety concept tool

SELISA
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https://lists.elisa.tech/g/automotive
mailto:automotive+subscribe@lists.elisa.tech
https://docs.google.com/document/d/1qgEkB6HBjq0ojoTSmI_E18BZco3lORK1ZZDrBH1YQo0/
https://zoom.us/j/95424105908?pwd=OUdQRmJkek5SSTNIL0dNcldzWHhUUT09
https://github.com/elisa-tech/wg-automotive
https://github.com/elisa-tech/wg-automotive/tree/master/Cluster_Display_Use_Case_v2/stpa
https://github.com/elisa-tech/meta-elisa
https://github.com/Jochen-Kall/Safety_concept_tool

Interested in BLISS, APERTIS or ELISA?
Just get in touch with me.
Thank you.

Philipp.Ahmann@bosch.com
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